













































































Hash Tables
















































































Roadmap for rest of semester

Average analysis of algorithms
Twlout sacrificing worst case robustness

Amortized analysis average inhindsight

Randomized algorithms average over random bits

Both are very practical different perspectives
















































































Last Tuesday Randomized algorithms averageoverrandom6

Probability Algorithms

Events probabilities
Randomized

conditional probabilities min cut
union bound

Random variables Quick sort

expected value Approx 3 SAT

linearity of expectation Quickselect Pso
















































































Last Thursday Randomized algorithms averageoverrandom6

Probability Algorithms
Hash Functions

Frequency Estimation
UniversalHashFunctions

h In 7k s.T forallpairs i je Heavy Hitters instreams
Prthci h j Et muchweakerthanidealhash

e.g hex Lax6 modp modk
where pprime k h

g

Az hz6 in O m p13unit random
Ashas

Markov's Inequality
h

estimate fi w
Adhd jkdfdAjthj.ciMarkov's Inequality specialcases

Let X 20 be nonnegative RV

PrTXZLEXIE's
















































































Today Randomized algorithms averageoverrandom6

Probability Algorithms

K wise independence Hash tables w

chaining t
higher order moments

linear probing
generalizating universal hash
functions and Markov's inequality






















































































































































































































Dictionaries Maps

maintain key value pairs
K V Ks Va M

insertion

deletion

look up
















































































Very special case

keys contiguous integers In in
I

2

e.g index vertices of 5 4 n

a graph vi mun is

or after reindexinganything really
I Y v8 s

s

7

48 L J

II ya
B L

44

Solution Array ATI n

K Ks Ks Ky Ks Ks Ky kg ka ko ki m

Oct access Oln space
















































































keys contiguous integers In in
i3 4

e g index vertices of a graph Vismun
q pigs p

or after reindexinganything really
É c pv
IT s s

Solution Array A T2 n

K Ks Ks Ky KsKsKy kg ka ko ki m

Oct access Oln space

Perfect for static settings where we can re index
the input once

Bad for dynamic settings where keys change
















































































More general cu for universe U large

keys n integers out of I m U

X K X m X ka x mm x Koo x m kn

HELLO
e.g Strings s

ASCII 72 69767679
via bit encodings 72 69 128776128 76 1283 79 1284

Idea 1 Array Atm U

04 lookup insert delete

OCU space 7 7 Ocn
















































































Leys n integers out of I m U
Infor universe Ularge Idea 1 Array ATI m U

X K X m x ka x me x Koo x m kn Od lookup insert delete

HELLO
e.g Strings s

ASCII 72 69767679
a bitencodings 72 69128 ygyzgzy.gg

space D Oh

10
access 6

15

Idea 2 self balanced trees a 7812 a

60 a
17

n space
in

10
IS

2 8 12 21

Ollogn time per a1 5

19

lookup insertion deletion 8 no2

8 15

maybe amortized s 12 21
9 17

e.g splay trees in
















































































Arrays Search Trees
10

IS

2

5

78 12 21
X K X M X K x Mr

60 a
17

19

Time Oct Ollogn

Space OCU Oln

Question can we get the best of both worlds

Yes with randomization
















































































Hashing ki thnk mod m

X K X m X ka x mm x Koo x m kn

Xt

ki ka kn
m

Koo

Goal hash into a smaller array and achieve

array like performance

One problem collisions

bck hCkz same slot
















































































Some ways to handle collisions

make array bigenough that there are

probably no collisions

chaining linked list at each cell

cuckoo hashing use two hash functions h and ha
if hick and hack already occupied try to reassign
one of the conflicts to their other hash etc

if Athck filled try A That IT AThick t2Im

End
more

linear probing
















































































3ecall
n

Universal Hash Functions
Collision

s Jk

h In 7k s.T for all pairs i j E Int

Prthci LG Et muchweaker than ideal hash

e.g Lex Lax 6 mod p mod k

where o

p prime K

a in I m

p unit random

6 in O m
p 13 unit random

proof left as exercise
















































































Chaining t Universal Hash Function

h x ax tb mod p mod m

X K X m X ka x mm x Koo x m kn
d

land

mod p
t.fi

T

mod m

linked
list
















































































Chaining universal hashtheorem insert delete lookup take
h x axtbmod p mod m

X K X m x ka x sm x Koox m k

Olltmm time in expectation

i.tIoof
define

mom

I if ith key collides

X I w new key n keys m size of array

O otherwise t y

IGunningtime ITE Xi EETX
t it

Ym tymlinearity
of expectation

J in

Universal
















































































Today Randomized algorithms averageoverrandom6

Probability Algorithms

K wise independence Hash tables w

chaining t
higher order moments

linear probing
generalizating universal hash
functions and Markov's inequality
















































































Today Randomized algorithms averageoverrandom6

Probability Algorithms

K wise independence Hash tables w

chaining t
higher order moments

linear probing
generalizating universal hash
functions and Markov's inequality
















































































Linear Probing insert in next empty slot

inserts

mm
2 MMMMM I MM

h x HH hasta ha t3 m
















































































Deletion delete x

x

h
MAUER

h x hat hasta hats m h z h y

scan to find X remove

Keep scanning to fill wholes

after deletion

h MMA MMA Z z y
h z hey
















































































Linear Probing insert in next empty slot

insert x X

inM MMA MMM MM
h x HH hasta ha t3 m

Main Question how long is run

on average
for m Oln m size of array n keys
















































































Linear Probing insert in next empty slot

x

a a Bhumi Mh M M
h x HH hasta hats m

Main Question how long is run conaverage

Terminology

hashes x hashes to Ali if ha i

occupies x occupies Ati if Ali x

Ia 67 indices a att m 6 mod m

wraps around
























































hsertx

a n imma na a na
h x HAH hasta hat3 m

elete x

MMM h ÉmMMZxMX MM
ha heat hasta hats m 2 4

axhashesto Ali if ha

X occupies Ati if Ali x

Main invariant Lab5 a att mobmod'm

if x occupies cell l then

all of that e occupied

x

mm
M MMMMM x MMM

h x htt hasta hats m e



insert X

a mmmm ma n Ma
h x HH hasta hat3 m

elete x

M Moh M MMA MMA Z MMAIMI.FI fifaxhaghestoatis
if he

Main Question how long is run x occupies Ati if Ali x

for m Ocn m sizeofarray n keys on average
Ia b a att m 6mod'm

Knuth 1964 Oct for ideal hash functions

what about w limited randomness



K wise independent hash functions

h TU Em s.t

for any k keys x x2 n xkE U

K values Vi Vz m VK Elm

PIG v hGz vz n h Xk Vic Ik

e.g Ex go tax tax't ta mod p
where pzu prime

do di M Ak ETp indep uniformly random



nsertx X

a mmmm ma n Ma
h x halt hasta hat3 m

elete x

MMM MMM mmM M MhMhMhM
h x hexyl hasta hats m h 2 4

Axhashesto Ali if 46771

Main Question how long is run x occupies Ati if Ali x

for m Ocn m sizeofarray n keys on average
Ia b a att m 6mod'm

Knuth 1964 Oct for ideal hash functions

Schmidt Siegel 90 OU for Ollogn wise

independent hash function

Pagh Pagh Ruzic 2007 04 for S wise

independent hash function



nsertx X

a mmmm ma n Ma
h x HH hasta hats m

elete x

MMM h ÉmMMZxMI MM
ha heat hasta hats m 2 4

axhashesto Ali if he

x occupies Ali if Ali x

Ia b a att m 6modm



Today Randomized algorithms averageoverrandom6

Probability Algorithms

K wise independence Hash tables w

chaining t
higher order moments

linear probing
generalizating universal hash
functions and Markov's inequality



K wise independent random variables
X Xn are k wise independent random variables if

for all distinct Xi m Xin

PrTX Yi Xi 42 m Xi Yk

Prix y Pr Xizy Pr Xifyk
for all values Yi Yk



K wise independent random variables

Importantlemm Prix t Xi Yan Xi.tk

Prix y Prix T.PEaiiYi nlet Xi TX E 0,13 be

4 wise independent w EFX t t X I

then HE

Pr TIER Z In E FI
É

Markov's inequality

PTX it tune In E I



insert X

m a a mmmm ma n Ma
h x HH hasta hat3 m

M
delete x

M MMA MMMhInamnatana.amIn M M
x hashestoAli if ha i

X occupies Ali if Ali x

Iab a att m 6modm
kwiseindependent randomvariable
PrTX Yi X 42 Xi 4K

PrIxY Prix T.PEaEY
XimXnC0,13be kwiseindependent

RUNS
w Eu man m Ithen É

Z Z Z Z Z Z Z Z Z PrTXit X Z Ham E Fm

an
maximal occupied interval

I



insertx X

atomize ma h h h
h x HH hasta hats m

M

delete x

M MMhM MohhInamnatana.amIn M M
x hashestoAli if ha i

X occupies Ali if Ali x

Iab a att m 6modm
kwiseindependent randomvariable
PrTX Y X 42 M X 4K
PrixY Prix T.PEaEY

setup Six x Xi In E0,13be kwiseindependent
w EFXt TX M IthenV40

j L X PrTXt Xn H2 m E Fa

Eggs
a

Be run at i

goal show EUR1 OCD



insertx X

m a a mmmm ma n Ma
h x HH hasta hats m

Mh

delete x

M MMhMhMhZ x y zÉWaa2Won É Rh M
x hashestoAli if ha i

X occupies Ali if Ali x

Iab a att m 6modm
kwiseindependent randomvariable
PrTX Y X 42 Xi 4K

Dyadic intervals PrixY Prix T.PEaEY
Xi In E0,13be kwiseindependent
w FIXt TX M21then 4270

PrTX tmt X Z H2 m EFis

Eggs
a

setup Six x
i hex
Be run at i

m

goal show EUR1 old

RE IK



x hashestoAli if ha i

X occupies Ali if Ali
Ia b a att n 6modm
kwiseindependentrandomvariabl
PrTX y X Ya m Xi YK
Prix y PIX T.PEaEYi

Xi In E0,13be k wiseindependent

o IR 2k R E Ia
w Exit xn melthen to a

PrTX tmt X Z H2 m EFis
a
231.333hL

setup Six x
i hexhash into R B run at i

goal show ETIRI Oct

Yj 3 Diadicintervals

PT214113112



x hashestoAli if ha i

X occupies Ali if Ali
Iab a att n 6modm
kwiseindependentrandomvariabl
PrTX Y X 42 m Xi YK
Prix y PIX T.PEaiiYK

PIz2 items hash d
h IK de

w FIXt TX M21then 4270

PrTX tmt X Z H2 m EFisO otherwise
a
331.33mn

P EX 2kt i hex
B run at i

goal show ETIRI OCI

Diadicintervals
S wise independent hash

conditional on hex

Xi m Xn are

4 wise independent



x hashestoAli if ha i

X occupies Ati if Ali
Ia b a att n 6modm
kwiseindependentrandomvariabl
PrTX Y X 42 m Xi.TK
PrIx y PIX T.PEaiiYK

PIz2 items hash d
I if ith key hashes into Ik xnmxneso.isbe k wiseindependentx

W FIXt TX M21then 4270

PrTX tmt X Z Ham EFirO otherwise
a
331.33mn

i hex

IIX t TX BEEN armati
goal show ETIRI OCI

Diadicintervals

n In

111 21411 2k 2

M Z 8h 23h



x hashestoAli if ha i

X occupies Ali if Ali
Ia b a att n 6modm

PIZ2k items hash into Iif Xi is ithkeyhashes into Ik
O otherwise kwiseindependentrandomvariabl

PrTX y X Ya m Xi YK

FIX t Xn 252 M train
Xi In E0,13be k wiseindependent
w FIXt TX M21then 4270

Pr X tmt X 22K I 32 Ik PrTX tmt X Z Hd m EFis
a 2

1.32
22

PrTX tn thn 2M setup six x
i hex
Be run at i
goal show ETIRI Oct

2
4 Diadicintervals

32k



x hashesto Ali if ha i

X occupies Ali if Ali

PRIX tmt X Z2k 1 E 32 212k Ia b a att m 6modm
kwiseindependentrandomvariablePrTX Y X 42 Xi YK

I Trunning ET R remix
time

X XnE 0,13be k wiseindependent
w FIXt TX M21then 4270

I LP R L Prat Xn CHIMIEFm

121
a 2

3.33
32

setup Six x

logh i ha

I 21 PIE IRK29 rerun at

goal show EIRI Oct

1 0 Diadicintervals

logn

32821 Fego

32 Ie E 64
to



Xi n X E 0,13 be k wise independent

1 FIX t t X M Z 1 then 4270

4
PrTX t t X Z H2 m E Imp

Pr T X t X Z Ita m
amplifying

E Pr I exit an m z Cary

ETGE.FI
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